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Today's business goals and blockers

What are business trying to achieve? What's blocking them?

Limited time, resources &

Innovation at speed budget?

Positive customer experiences
that lead to growth and the ability
to scale

Complex implementations &
integrations?

Legacy systems, or other

Flexibility to adapt, business
hurdles to modernization?

agility

What else might be a blocker

What else are you trying to
for you?

achieve?

D@
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Why A Consistent Platform Matters

Newapps Legacy \ Infra Production Dev/Test

Data Mining

Compliance Rules

G/ G Security Rules
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A consistent platform no matter how or where you run

Red Hat OpenShift cloud services—Fully managed, start quickly

5

aws Bl Microsoft D D
’ £ . Azure IBM Cloud Google Cloud

Red Hat OpenShift Service Azure Red Hat Red Hat OpenShift Red Hat OpenShift
on AWS OpenShift on IBM Cloud Dedicated

Self-Managed Red Hat OpenShift—Customer managed, for control and flexibility

‘ Red Hat On public cloud, on-premises on physical or

O pen Sh |ft virtual infrastructure, and at the edge
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DEMO: Consistent OpenShift experience across clouds
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@ OpenShift Everywhere #172 Re-run all jobs

I Summary
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@ Build and push to quay
ROSA Deployment - De %

© oy v openshift.ym|

© ROSA Deployment - Prod

© ARO deployment

@ OSD-GCP deployment

© Build and push to quay .- o © ROSA Deployment - Dev ° e @ ROSA Deployment - Prod ~< ¢ @ ARO deployment
o \
a" Y
9 Usage
1 Workfiow file .o ° 0SD-GCP deployment
Deployment protection rules

Reviewers, timers, and other rules protecting deployments in this run

Event Environments Comment
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https://www.youtube.com/watch?v=-wYdAp3vluM
https://www.youtube.com/watch?v=-wYdAp3vluM

Fully managed. st party.
Cloud native.

What does that mean for me”




OpenShift cloud services are joint, 1st party solutions.

e 3

Integrated Dev tools and Joint Security and Single invoicing, utilize
cloud native services Support & Engineering compliance cloud committed spend

V0000000 ‘ Red Hat
*OpenShift Dedicated on Google Cloud is a fully managed, 3rd party solution.



10

Intricacy of running your own Kubernetes cluster

Responsibilities

User management

Project and quota management
Application life cycle

Cluster creation

Cluster management
Monitoring and logging
Network configuration
Software and security updates

Platform support .

Customer . Cloud provider & Red Hat

User App definition

O-m
[=— Authprovider

A

OpenShift APl/administration console

App1

App 2

E—3 bNs

Public IP Public IP

Public IP

Load Load
M balancer (master) balancer (router)
Virtual network
OpenShift SDN
VMs (master) VMs (infrastructure)
Scale sets Scale sets
o
Node 1 Node 2 Node 3 Node 1 Node 2 Node 3
api-server - controller-manager - etcd registry - router - logging - metrics - monitoring

@ Storage

@ Local storage

PV storage @

application pods

Storage

NACL/SG

VMs (application)

Scale sets

Node N
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Simplity with fully managed clusters

Red Hat OpenShift cloud services

[eg ]
Auth id
Responsibilities App [E=—3 Authprovider

User definition

User management 8 D > ‘ g:::sa:ift OpenShift APl/administration console App1 App 2

Project and quota management

Application life cycle

Cluster creation ‘
Let Red Hat & your cloud provider...
Cluster management ‘
Manage all your clusters. Monitor and operate your VMs.
Monitoring and loggi .
enerng sndleggng 4 Secure your nodes. Manage environment patches.
Network configuration ‘
Software and security updates .
Platform support .
Customer . Cloud provider and Red Hat
V0000000



Move from 24x7/ operations to 9-5 innovation

End-to-End support for your entire application platform

1 "The Total Economic Impact™ of Red Hat OpenShift Cloud Services by Forrester, “Jan. 2022.

OpenShift cloud services includes full support for
worker nodes

Upgrades done by SRE
Proactive monitoring
Automated patching

Compliance and certifications extend to worker
nodes

99.95% financially backed SLA
24x7 joint support from Red Hat and cloud provider
Automation and Day 2 Operations by global SREs

V0000000 ‘ Red Hat


https://www.redhat.com/en/resources/economic-impact-of-cloud-service-analyst-material

What are the considerations @ macro level in managed OpenShift adoption?

<D

Security

Non admin access for
cluster setup

Public IP removal and
restricted Egress on private
cluster.

Secured communication via
landing zone(s).

End to end Encryption with
custom keys

Firewall / Service mesh for
cluster internal/external
bound communication
Multi-layer VA/CA scan.
Disconnected clusters

{c}

Accessibility

Separate landing zones for
intranet/internet bound
traffic.

Traffic routed via on
premise.

Additional ingress
application load balancer.
Cluster exposed via
services viz. front door,
app gateway, Firewall/waf
AKAMAI/GSLB

Usage if custom Domain
Native cloud services
integration

Hybrid DNS setup
Non-overlapping CIDRs

Chd
B
Reliability/availability

ARO HA practices using HPA,
VPA, Cluster autoscaler
Elaborate DR strategies
Usage of service mesh for
application observability , fault
tolerance

HA strategies for DB, Firewall,
Expressroute, etc.

Multi-az clusters,
distributed applications in
multiple AZs.

Separate app, infra and
platform monitoring.

S

Day 2 OPs

Segregation of infra vs app
workloads

Log forwarding to 3™ party/
native cloud tools (SIEM, DAM,
Azure monitor)

GitOps practices integrated
with ACM/ACS.

Disconnected day?2 cluster
upgrades

ACM/ ACS Integration

V0000000 ‘ Red Hat



14

DEMO: Easy updates to OpenShift cloud services

Red Hat X 2 - y ;
| Hybrid Cloud Console Services Q Search for services Peviewoff () &€ & @ August Simonelli ~

= > Clusters

OpenShift

august-rosa

Clusters august-rosa Actions

Settings

Learning Resources

Overview

Monitoring

Enable user workload monitoring @@
Releases M

Developer Sandbox

Update strategy Update status

Downloads

Note: In the event of Critical security concerns [4 (CVESs) that significantly impact the security or stability of the 1) Update available
cluster, updates may be automatically scheduled by Red Hat SRE to the latest z-stream version not impacted by the

CVE within 48 hours after customer notifications. —— -
| —) O=p
Advisor Individual updates
: ‘ " IO ik ke o e M i s e © Additional versions available

Vulnerability Dashboard between 4.12.23 and 41313

Subscriptions ® Recurring updates

The cluster will be automatically updated based on your preferred day and start time when new patch updates (z-stream 2 © Administrator acknowledgement
Cost Management are available. When a new minor version is available, you'll be notified and must manually allow the cluster to update to the next was received.

minor version — 3 ‘
Red Hat Marketplace & o Recurring updates occur when a new patch (z-stream) @

update becomes available at least 2 days prior to your



https://drive.google.com/file/d/1wmVuEdHGINAE-538oxgLh6fw6qf8G9hr/view

Azure Red Hat OpenShift (ARO) Reference architecture
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Azure Arc
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Log
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Azure Firewall

Spoke VNET
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Azure Active
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CoreOS worker nodes
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Azure Container
Registry

Azure Database
Services

Secrets and
certificates

Private resource endpoint subnet

Azure Region
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/app-platform/azure-red-hat-openshift/landing-zone-accelerator

Red Hat OpenShift Service on AWS (ROSA)

—»

Private Link

S3

. S

x3 for multi-az

P R ]
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Private Subnet
10.0.24.0/21

\ Workers )

Availability Zone

rosa-private-link 10.0.0.0/16

Route 53 VPC Association

ROSA - Private Link

P e S

rosa-private-link
public hosted zone

- o o,

O e

1

1

1

1

rosa-private-link 1
private hosted zone 1
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{—Route 53 VPC Asst

’

Public Subnet
10.10.0.0/28

172.16.2.0]

Private Route Table
0.0.0.0/0 -> TGW
10.0.0.0/16 local

-

Transit Gateway
A

Y

[7216.00]
[172.16.1.0]

72.16.2.
Public Route Table
0.0.0.0/0 -> NAT GW
10.0.0.0/16 local
Private Route Table
0.0.0.0/0 -> NAT GW
10.1.0.0/16 loca
10.0.0.0/16 TGW
10.2.0.0/16 TGW

lsrivate Subnet
10.10.0.16/28

\ Availability Zone ¢

- -

\\ egress-vpc 10.10.0.0.24 /

Private Subnet
10.2.0.16/24
& i B«

=
Route 53 VPN/
Inbound Direct
Resolver Connect

Availability Zone

infra-vpc-10.2.0.0/16

- -
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172.16.2
Private Route Table
0.0.0.0/0 -> TGW
192.168.0.0/16
10.2.0.0/16 local

[nllTe
On Prem %%
192.168.0.0/16 -
172.16.2.0
Route Table

10.0.0.8/0 > TGW
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Github Actions Workflow - Demo

© hub_networking © deploy firewall @ user defined_routing @ deploy secure storage @ deploy_secure og anal. © deploy aro @ write_secrets @ deploy ad aro @ deploy_frontdoor @ confiqure aro

@ identity @ deploy_bastion @ build_and_push @ secure_acr @ deploy_aci_secrets @ deploy_aci_ jumpbox @ deploy_jumpbox @ clean_up_containers

@ deploy acr ploy secure vault

| ‘ Red Hat



Azure Red Hat OpenShift (ARO) Landing Zone - Cloud Resources

Source:

CoreOS wotker nodes
L

CoreOS master nodes

.o -
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/app-platform/azure-red-hat-openshift/landing-zone-accelerator

> Virtual Networks and Firewall
» Managed ldentity

> KeyVault

» Container Registry

> Front Door

> Log Analytics Workspace

» Container Instance (self hosted runner)

Azure Resources

> Azure Red Hat OpenShift (ARO)

» Bastion Service and Windows jumpbox

» Private Endpoints with associated Private

DNS zones
V0000000 ‘ Red Hat



Azure Red Hat OpenShift (ARO) - Egress Lockdown

» C # portalazere.com

Microsoft Azure S Search resources, services, and docs (G+/)

Resource groups #

Create Manage view Refresh Export to CSV Open query

grant Subscription equals all Location equals all X

Showing 1 to 4 of 4 records.

b Add filter

Subscription T

O grouping

Location *

Australia East

Australia East

Australia East

Australia East

== List view

V0000000
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https://docs.google.com/file/d/1h-Xx3Cs-FfJOKXDA6RwokojJkQ3I1gDd/preview

Azure Red Hat OpenShift (ARO) - Azure Front Door

x

# portalazure.com

Microsoft Azure £ Search resources, services, and docs (G+/)

Resource groups

Create Manage view v/ Refresh Export to CSV Open query

grant Subscription equals all Location equals all X +\7 Add filter

Showing 1 to 4 of 4 records. No grouping == List view

Subscription T} Location T

Australia East

Australia East
Australia East

]*‘ @) grant-aro-spoke Cloud Services Black Belt Subscription Australia East

V0000000 ‘ Red Hat



https://docs.google.com/file/d/1IhroyKF-HtAAZcJD3jRTljk6NmlyM6w_/preview

Improve focus, efficiency and productivity

Forrester Research: The Total Economic Impact™ of OpenShift cloud services

FORRESTER

50%  35%  65%

50% improvement 35% increase Shortened
in operational ~indeveloper - development
efficiency’ ~ productivity' ~ cycle by 65%

“One of our pain points is we don't want to do infrastructure. We just want to
focus on building great experiences. We wanted to find somebody who
could manage this for us, so we didn't have to.”

The Total Economic Impact™
Of Red Hat OpenShift Cloud
Services

Cost Savings And Business Benefits
Enabled By Red Hat

JANUARY 2022

Director for operations and infrastructure,
Telecom company

V0000000 ‘ Red Hat

1 "The Total Economic Impact™ of Red Hat OpenShift Cloud Services by Forrester, “Mar. 2024.



https://www.redhat.com/en/resources/economic-impact-of-cloud-service-analyst-material
https://www.redhat.com/en/resources/economic-impact-of-cloud-service-analyst-material

Next best steps you can take

Try OpenShift on AWS or Launch a hands-on Visit the Azure Red
experience of Red Hat® Hat OpenShift

Azure with a PoC

-l ]
red.ht/Level-Up red.ht/hands-on red.ht/azure-path

V0000000 ‘ Red Hat


http://red.ht/Level-Up
http://red.ht/azure-path
http://red.ht/hands-on

linkedin.com/company/red-hat

Thank you!

Questions? B youtube.com/user/RedHatVideos

f facebook.com/redhatinc

’ twitter.com/RedHat




